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• Achieved Jan 6 2017 highlighting our commitment to 

the deepest levels of compliance for our customers

• Implementation for the Department of Defense 

involves a dedicated Azure region infrastructure

• Availability today

• Connectivity to DoD network through express route

• Support for traffic inspection using DoD infrastructure

• Ability to connect without internet / during cyber event

Azure DoD L5





The Trusted Cloud
Azure has the deepest and most comprehensive compliance coverage in the industry
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32 Azure Government services authorized 





that streamlines paperwork through templates and tools, and allows 

your security professionals to focus on security—not paperwork



Resources that outline baseline 

system configurations and control 

mappings to streamline secure 

design

ARM template with baselined three 

tier application that can be 

customized to suit your needs

Artifacts that streamline paperwork 

through templates and tools, 

reducing control responsibility for 

customers by nearly 30% for IaaS 

and 40% for PaaS. 

Customer access to Azure SMEs and 

partners to handle your toughest 

questions or consulting needs.  



Covering FedRAMP & FedRAMP High

Covering DISA L4 and DISA L5

Covering 800-171, ITAR and DFARs

Covering CJIS & IRS 1075

Covering PCI

Coming soon

Covering FFIEC, GLBA, SOC

Coming soon

Covering UK Gov-Cloud

Covering HIPAA, HITECH, 

HITRUST, MARS-e





DFARS 252.204-7012  Azure Government

Adequate Security

Cyber Incident Reporting

Malicious Software

Media Preservation and Protection

Forensic Analysis 

Cyber Incident Damage Assessment





Azure Products view from Azure.com



Platform Services

Infrastructure Services
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38 Azure regions, more than any cloud provider
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• Storage stamp is a cluster of 10-20 racks of 
storage nodes (10s of PB)

• Front-end: authenticates and authorizes 
access to storage accounts on stamp; 
caches and streams objects from Stream 
layer

• Partition layer: load balancing by spreading 
partition names across partition servers; 
stores object data; replicates data to other 
stamps

• Stream layer: stores bits on disk; replicates 
data across many servers for durability; 
does not understand object constructs

• http://sigops.org/sosp/sosp11/current/2011-Cascais/printable/11-calder.pdf

Front-ends

Partition Layer

Stream Layer

Storage Medium

VIP

Inter-Stamp
Replication 

(GRS)

Storage Stamp

3 Copies (LRS)



Multi-Tenancy and the Road Ahead

• Assumptions still based on enterprise or on premise agency specific networks
➢ Content delivery is no longer 1:1, it is now many:many
➢ Network & interconnects are MT
➢ Physical & logical isolation; multi-dimensional network



Multi-Tenancy and the Road Ahead

• Network is not considered the system boundary on its own
➢ Providers’ network is no longer a given customer boundary
➢ Different network layers 
➢ Identification of customer data in MT is at the application layer

✓ Not optimal to perform functions at the network layer



Classic vs. Hyper-scale networks

Large L2 

Domains

HW-based 

service 

modules

Simple Tree 

Design

L3 at all 

layers

Services in  

software

Clos-based 

design

L3

L2

LB/FW LB/FW LB/FW LB/FW

Low due to diversity and manual 

provisioning process

Low due to complex hardware 

and lack of automated operations

Low due to high complexity and 

human error

Resilient design, automated 

monitoring and remediation, 

minimum human involvement

Simplify requirements, optimize 

design, and unify infrastructure

Automated network provisioning, 

integrated process
Agility

Efficiency

Availability



Distributed deployment workflow execution 

engine.

• Workflows are pre-defined common service 

management tasks as compiled binaries (e.g. 

restart a machine, offline a replica, upgrade a role).

• Workflows are classified based on the actions they 

take (e.g. privileged, non-privileged).

• User (dev/ops) submitting workflow execution must 

belong to the appropriate security groups. Security 

group membership is just-in-time. Access to 

sensitive workflows requires manual approval 

following a “two-key” authorization model.

• After MFA (with smartcard) and just-in-time role 

elevation (with approval) dev/ops submit a 

workflow to the DMS workflow database.

• The workflow submission is audited.

• Soon after, a DMS workflow handler will query the 

database for new work items, and execute them 

against the roles in question.

Secure Administration

Dev/ops with MFA and

JIT role membership

…
…

Virtual Machine

Physical Machine

Audit

Query for 

work items



Network Visibility: Monitoring, Logging & Telemetry

• Customers expect…
➢ Transparency & control
➢ Identity management, MFA, claims-based 

validation
➢ Telemetry 
➢ High fidelity & real-time anomaly detection
➢ End-to-end visibility

… this is delivered by the CSP & inherent at the app 

layer, which provides richer contextual data 

• Traditional perimeter monitoring has limited value 

because of its incomplete contextual awareness 

about all data & systems access patterns

➢ Embedded security throughout life cycle of threat 

core to cloud



• Shift to cloud scale Logging & monitoring 
enhances control & capabilities

➢ CSP provides logging capabilities based on 
industry best practices
✓ CSP use on service logs
✓ Customer control & retrieval of tenant logs 
✓ Cloud scale common logging & monitoring 

is MT friendly
➢ Customers acting on output of log data

• Shared Services Model across USG
➢ Perimeter security vs. embedded security 
➢ Broader sharing of common services

Security State Visibility: 
Telemetry, Logging, Correlation & Monitoring





Authentication & collaboration BYO Key

RMS connector

Authorization 
requests go to 
a federation 
service

Data protection for 

organizations at different 

stages of cloud adoption

Ensures security because 

sensitive data is never 

sent to the RMS server 

Integration with on-premises 

assets with minimal effort

Hold your key on premises

AAD Connect

ADFS

Hold-your-own Key



HSM

App can use but 
cannot see keys

App

Manage and 
monitor

HSMHSMHSM

Key Owner

Key Vault

Create key vault
Authorize users, apps
Create or Import keys, secrets

App operator

Deploy app

Secrets Management

Encryption at Rest



Powering the Cloud: Software Provisioned Services

• What is it?
➢ Software capabilities at hyperscale 
➢ Services your applications depend on

✓ Virtual Networks for IaaS & PaaS
✓ Software Defined Networking
✓ Software Load Balancing
✓ Virtual Appliances
✓ Cloud Services Endpoints

• For customer, greatest relevant value at virtual network layer not at physical network 
layer of CSO (Cloud Service Offering)

• Rate of innovation means all future investments at the software layer; which can now 
out  pace and out scale traditional hardware





DDoS

Protection

Virtual 

Network 

(Vnet)

Isolation

Network

Security

Groups
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Virtual

Machine

(VM)

Firewall

Cloud Services 

&
Virtual Machines Internet



Virtual Network

VPN 
GW

Frontend
10.1/16

Mid-tier
10.2/16

Backend
10.3/16

External

On Premises
10.0/16

S2S VPNs &
ExpressRoute

Azure

Direct Internet
Connectivity



Virtual Network

Backend
10.3/16

Mid-tier
10.2/16

Frontend
10.1/16

VPN 
GW

Internet

On Premises 10.0/16

ExpressRoute
and VPNs



Internet



ExpressRoute implementation



https://aka.ms/azuregovdocs

azure.com/gov

aka.ms/azuregovtrial

meetup.com/DCAzureGov

aka.ms/govblog
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